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Safety & Security: Challenges of Today and Tomorrow

Increasing IOT integration leads to:

* Need for encrypted communication and authentication
* IT-security (and embedded security) as an integral part of technology
* Integration also links safety and security functions and requirements

Global threat scenarios will put more emphasis on (physical + IT) security:

* Integration and innovative technologies induce new attack modes but also
new defence measures

e, Critical” supply, communication and transport infrastructures are
getting into public focus

e Substantial need to invest in security (+safety) measures

» We will less and less be able to afford a separate consideration
of safety and security in future!
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Defense in Depth (DiD)

* Physical Protection —
Main Effects

- attack(er)s are delayed
by barriers and can be
detected early enough to
deploy successful
intervention measures
before the assets are
reached

- guidance of individuals
and vehicles

- access control

e Caerphilly Castle, South

Quelle: W. Kramp Consulting, ,, EC-Projekt-1I-NRW — Pravention Einbruch”, 2016
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Physical Security Assessment:
Assets in (critical) Infrastructures

E ME H
f TRE -
& A TE A
5 L -
STEAM = Ly E ik |
sE MER A TNG
PLANT
---- EF
; "
2] H
-
3 RO Ly
Wik
- HSERYA
R SF R A TH DRy B [
o =
rdE
WELL
L
T ks
L
L
L

What are the consequences of a > 24h power outage in a megacity??
YES — we are vulnerable!
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AP3.2: Impact analysis

Auswirkungsanalyse
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Risk Assessment (simplified)

RISK = Probability x Consequence

In Physical Security:

RISK = Threat x Vulnerability x Consequence
J | ]
\ ' J \ ' '
Mitigation :
& . Prevention Secu_rlty Measures Resilience
via: (Detection, Delay, Response)
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Quantitative Analysis of Physical Vulnerability
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Quantitative Vulnerability Assessment
in PhySicaI Secu rity Potential Area of Detection
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Outlook: Safety & Security in Smart Environments

* Increasing Distribution of Smart Home Components
e Concepts of , Assisted Living“

http://www.loxone.com Concept.

Smart Door
* Complex Systems with a great number of components ~ * ldentification of safety/security scenario
* Cyber Physical Systems / Systems of Systems * Balancing of measures is necessary!
* Increasing number of safety & security tradeoffs How should a smart door ,behave®?

* No simple technological solution (decoupling) available If e.g.:
* There are individuals in the house?
* ...noindividuals are at home?
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Scenario-spanning Quantitative Risk Analysis (QRA):
Uncertainty in Risk Contributions

R = Threat x Vulnerability x Consequence

* To what extent (how precise or imprecise — i.e. arithmetic average,
variance, etc.) are the single contributions T, V, C (or further) known?

* Which approaches and methods may be used to evaluate and model
vulnerability (in the generalized sense) as a technical, complex quality of
systems or processes?

The different disciplines of safety & security as well as different
contributions of risk to the overall risk

Rees = R; + R, + Ry will require different answers!
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Simulation & Uncertainty Analysis of
Quantitative Models

* Monte-Carlo Model Simulation
e Variance Based Sensitivity Analysis (First & Total Order)
* Analysis of Uncertainties in assessment & available data

Input Output
X311 X12 e X1k 1
X21 X202 Xk yz
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Conclusion

* Integrated Assessment of safety and security
in the future is needed

e Balancing of safety and security risk can be accomplished via
scenario-spanning quantitative risk analysis

* Decoupling of scenarios may be possible
* Quantitive risk models require an objective metric

* Uncertainties must be carefully considered

— In many (most) cases an authoritative decision based on quantitative
analysis will not be possible

— Uncertainty analysis will show that

Ethical Questions must be adressed (this is another talk)
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